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OKAY! T'M GoING
1o WACK THE
vaTaease !

YEAHHK !

WHOA, THIS
LOOKS WARD

Movies and TV shows always make hacking look exciting with furious typing and meaningless
ones and zeros flying across the screen. They makdng look like something that you have to
be super smart to learn. They make hacking look like magic.

ltds not magic. I tés based on computers, and e
principles behind them which can be learned and understoodEvenwhe@ y ou donodt
understand or when the computer does something frustrating or mysterious, there is always,

always, always a reason why.

And itds not hard to |l earn. This book assumes
programming, and helps you learn, sbgpstep, how to write programs that can hack encrypted
messages. Good luck and have fun!



100% of the profits from this book are donated
to the Electronic Frontier Foundation, the Creative Commons, and the Tor Project.
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AfAaron was part of an ar my
only works when the citizenry are informed, when we know at
our right®d and our obligations. An army that believes we m
make justice and knowledge available i@ anot just the well born
or those that have grabbed thenwiof powed so that we may
govern ourselves more wisely.

When | see our army, | see Aaron Swartz and my heart is bre
We have truly |l ost one of ou

-C.M.



ABOUTTHISBOOK

There are many books that teach beginners how to write secret messages using ciphers. There are
a couple books that teach beginners how to hack ciphers. As feartzll, thereareno books to
teach beginners how to write programs to hack ciphers. dhisfills that gap.

This book is for complete beginners who do not know anything about encryption, hacking, or
cryptography. The ciphers in this book (except for the RSA cipher in the &gsechare all

centuries old, anthodern computers now have thangutational power to hack their encrypted
messageNo modern organization or individuals use these ciphers anyti@e. such, t herebd
reasonable context in which you could get into legal trouble for the information in this book.

This book is for comple beginners who have never programmed before. This book teaches basic
programming concepts with the Python programming language. Python is thenesigdor
beginners to learn programming: it is simple and readable yet also a powerful programming
language used by professiorslftware developer3he Python software can be downloaded for

There are two definitions dhacked. A hacker is a person who studies a systermmhss the

rules of a cipher or a piece of softwareunderstand o well that they are not limited by the
original rules of that system and cainalsor eati ve
used taneancriminalswho break into computeyss t e ms, vi ol ate peopl eds p
damage. This book us eHackérdharecdok Criinalsare jushpeoplei r st s
wh o t hi relkeind cleweyb§ breaking stuff.Personally, my day job as a software

developer pays me way more fess work thamvriting a virus or doing ainternet scam would

On a side note, donét use any of the encryptio
Theyére fun to play with but they donét provid
the ciphers that you yourself make. Alyene,l egenda
from the most clueless amateur to the best cryptographer, can credggerithm that he himself

c atrbr@ak. I6s not even hard. What is hard is creatinglgorithm that no one else can break,

even after years of analysis. And the only way to prove that is to subject the algorithm to years of
analysis by the best cryptographers arodind.

This book is released under a Creative Camsricense and is free tomoanddistribute(as
l ong as you don &The bobkecande dowmtoadedyfor ffee fribswiebsite at

feel free to email me at al@inventwithpythocom.
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Cuaprter 1

MAKINGPAPER
CRYPTGGRAPHYTOOLS

Topics Covered In This Chapter:

What is ecyptography?

Codes andiphers

The Caesatipher

Cipherwheels

St. Cyr $ides

Doing cryptography withpaper angencil
i Do ush I e negctyption

= =) =) = = =) =)

Al couldnd help but overhear, probably because |
was eavesdropping.

Anonymous
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What is Cryptography?

Look at the following two pieces of text:

1f uve¥!r u, zu}lv V¥ LRx®a ] j,i 1innz8, v}
nx jnymjw ktqqd tw bnxitr; ny iyn fqq kngrgt xj mh ndyn

nx anwyzj ns bjfqgym fsi anhj ns jxwagswhbj. Dyi jjkxxx sg ttwt

utajwyd. Ns ymj bnsyjw tk tzw gdhz js jwsn; wnjyiyb aijnn

gnkj, bj hfs jsotd ns ujfhj ymj snagdg t nnjwww, xstsxsu jdnxzz

kwznyx bmnhm ns nyx xuwnsl tzw xkw znfs uwwh xni xjzw jzwyjy

nsizxywd ugfsyji. Htzwynjwx tk jwnmns mnyfjx. Stjj wwzj ti

Igtwd, bwnyjwx tw bfwwntwx, fnu, gt uyko qgsbay jmwskj.

XQgzrgjw nx ujwrnyyji dtz, gzy Sxitwru nwngn nxfzfbl yy

i tp,8¢i ,}r8ov}¥:° tzejp v,ytz¥jiin,y;,

The text on the left side is a secret message. The message hastmgated or turned inta

secret code. It will be compl etel gecryptir eadabl e
(that is, turn it back into the plain English message.) This book will teach you how to encrypt and
decrypt messages

The message on the rightjust random gibérish with no hidden meaning whatsoever
Encrypting your written messages is one way to keep them secret from other people, even if they
gettheir hands otthe encrypted message itséffwill look exactly like random nonsense.

Cryptographyis the scienc®f usingsecret codesA cryptographeris someone who uses and
studies secret codebhis book will teach you what you need to know to become a cryptographer.

Of course, these secr et Amgptanalysissomdomewhocarm!| way s
haksecret codes and read o.Cilymanalystsregsd alitdodee ncr ypt
breakersor hackers This book will also teach you what you need to know to become a

cryptanalystUnfortunately the type of hacking you learn in this book dadigerougnoughto
get you in trouble with the lawl mean, fortunately.)

Spies, soldiers, hackers, piratesjalty, merchantstyrants,political activists Internet shoppers,
and anyone who has ever neetteshare secrets with trusted friendséeelied on cryptography
to make sure their secrets stay secret.

Email questions to the author: al@inventwithpython.com
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Codesvs. Ciphes

The development of the electric telegraph in the earlycgatury allowed for neanstant
communicatiorthrough wiresacross continents. This was much faster than sendingsaliack

rider carrying a bag of lettersko wever , the telegraph coul dndét di
on paper. Instead @ould sencelectricpulses. A s hort pulse is called a
called a Adasho.

Figure ¥1. Samuel Mors Figure 2. Alfred Vall
April 27, 179X April 2, 1872 September 25, 1807 January 18, 1859
In order to convert these dots and dashesto A 0 Z T Z
English letters of the phabet, an encoding B Z000 U 00Z
system (occode) is needed to translate from  C Z 0 ? 0 V. 000 z
English to electric pulseode (called D ? 00 W o ZV ?

di d at th h q | E O X Z00%
encoding and at the other en trans.ate E 686Z 6 Y ZOZ Z
electric pulses to English (callek&coding. G ZZ9 Z ZZ080
The code to do this over telegraphs (andlate H 00600
radio) was called Morse Codand was Il 00
developedy Samuel Morsand Alfred Vail J 6z22zz2 1 62zz2z2
By tapping out dots and slaeswith a one K ZozZ 2 00Z Z 2
button telegrapha telegraph operator could L 9% 00 3 000Z 2
communicate an English message to someo M-z ? 4 ? 9 ? 9 %

. . N Z20 5 00000
on the other side of the world almost instantl e o
| f 5d |k i | O 2 2 % 6 Z0000
(1t youod ke to le p 5z3z4 7 ZZ660
http://invpy.com/morsg Q ZZO0Z 8 ZZZ086
R 0Z 0 9 2ZZZO0
S 0060 0 222 2 Z

Figure 13. International Morse Codavith
characters represented as dots and dashe:
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Codes are made to be understandabkend publicly available. Anyoneshould be able ttmok
upwhatacode® s s y mb t dexoderas ancoded message

Making aPaperCipher Wheel

Before we learn how to program computers to do encryption and decryptionlfoeus 6 s | ear n
how to do it ourselves withiraple paper tools. It is easy to turn the understandable English text
(which is called thelaintext) into the gibberish text that hides a secret code (called the

ciphertext). A cipheris a set of rules for converting between plaintext and ciphefthete

rules often use a secret k&ye will learn several different ciphers in this book.

Letds | ear n &aesarcpleghis ciphariwhseiskd by Budus Caesar two thousand
years ago. The good news is that it is simple and easy to learn. Thevsd that because it is

so simple, it is also easy for a cryptanalyst to break it. But we can use it as a simple learning
exerciseMore information abouthte Caesar cipheis givenon Wikipedia:

To convert faintext to ciphertext using théaesar ciphemve will create something called a
cipher wheel(also called &ipher disK. You can either photocopy the cipher wheel that

circlesand lay them on top of each other like in Figw@ 1

Email questions to the author: al@inventwithpython.com
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Figure 4. The inner circle of the cipher wheel cutout.
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Figure 15. Theouter circle of the cipher wheel cutout.

D o n Gtout the page from this book!

Email questions to the author: al@inventwithpython.com
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Figure 16. Cuting out Figure 7. The cutout circles. Figure 18. The
the cipher wheel completed cipher
circles. wheel.

After you cut out the circles, place the smaller omnthe mddle of the larger onéPut a pin or
brad through the center of both circles so you can spin them aroptate You now have a tool
for creating secret messages with @aesar cipher

A Virtual Cipher Wheel

There is also a virtual cipher wheel onlifhgou [GETE———
d on 6 t h ave s C | sSsor s a &« € © inventwithpython.com/cipherwhee B @ ¥ & @ == A
Open a web browser to

| _ @@Eb@
http://invpy.coméipherwheeto use the software @ % 9@
version of the cipher wheel. é@gﬁw%

To spin the wheel around, click on it with the
mouse and then move the mouse cursor arour

o2
until the keyyou want is in place. Then click the %%
% LB

Y
3
mouse again to stop the wheel from spinning. Q@ﬂ%%%é

Click wheel to rotate.

Figure 19. The online cipher wheel.
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How to Encrypt with the Cipher Wheel

First, write out your message in Englisi paper For this example we will encrypt the message

firThe secret password i s Ros e bunttlitslettelsmatcup s pi n t
with letters in the outer wheel. Notice in the outer wheel there is a dot next to the letter A. Look at

the number in the inner wheel next to the dot in therowheel. This number is known the

encryption key

Theencryptionkey isthe secret to encrypting or decrypting the messaggone who reads this

book can learn about tligaesar ciphejust like anyonevho reads a book about lockan learn

how a doordck works But like a regular lock and key, unless they have the encryptigrhiesy

will not be able taunlock (that is, decrypthe secreencryptednessage. In Figurk9, the outer
circleds A is over the i nnerusiogithe key &téencryptu mber 8
our messageThe Caesar cipheuses the keys frofito25.L. et 6 s use the key 8 fo
Keep the encryption key a secret; thighertextcan be read by anyone who knows that the

messagevas encrypted with key 8.

Ia e SECRET PASSWORD
Z Z Z Z Z Z Z Z Z Z Z Z Z Z Z Z Z
B P M AMK 2Z M B X1 A A E W Z L
l' s ROS EBUD
Z Z Z Z Z Z Z Z Z
QA ZWAMIJCL
For each letter in our message, we Wil where it is in the outer circlendreplaceit with the
lined-up letter in the inner circle. The first letter in our messagetk B( f i r&8Th & To i n
secretéo), so we f icimckk, andhhen findahte tinedp letEr inithe inmeh e o ut e
circle. This letteris B,sinour secr et message we wifwelweral ways r
using some other encryption key besides 8, the

different letter)

The next letter in our message is H, which turns into P. The letten&into M. When we have
encrypted the entire message, the message has
Ro s e b u Bpmamkiznob xiiaewzl ga Zwamjcldo Now you can send this
(or keep it written down for yourself) and nobody vad able to read it unless you tell them the

secret encryption key (the number 8).

Email questions to the author: al@inventwithpython.com





























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































