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Movies and TV shows always make hacking look exciting with furious typing and meaningless 

ones and zeros flying across the screen. They make hacking look like something that you have to 

be super smart to learn. They make hacking look like magic. 

Itôs not magic. Itôs based on computers, and everything computers do have logical 

principles behind them which can be learned and understood. Even when you donôt 

understand or when the computer does something frustrating or mysterious, there is always, 

always, always a reason why. 

And itôs not hard to learn. This book assumes you know nothing about cryptography or 

programming, and helps you learn, step by step, how to write programs that can hack encrypted 

messages. Good luck and have fun!  
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ABOUT THIS BOOK 
There are many books that teach beginners how to write secret messages using ciphers. There are 

a couple books that teach beginners how to hack ciphers. As far as I can tell, there are no books to 

teach beginners how to write programs to hack ciphers. This book fills that gap. 

This book is for complete beginners who do not know anything about encryption, hacking, or 

cryptography. The ciphers in this book (except for the RSA cipher in the last chapter) are all 

centuries old, and modern computers now have the computational power to hack their encrypted 

messages. No modern organization or individuals use these ciphers anymore. As such, thereôs no 

reasonable context in which you could get into legal trouble for the information in this book. 

This book is for complete beginners who have never programmed before. This book teaches basic 

programming concepts with the Python programming language. Python is the best language for 

beginners to learn programming: it is simple and readable yet also a powerful programming 

language used by professional software developers. The Python software can be downloaded for 

free from http://python.org and runs on Linux, Windows, OS X, and the Raspberry Pi. 

There are two definitions of ñhackerò. A hacker is a person who studies a system (such as the 

rules of a cipher or a piece of software) to understand it so well that they are not limited by the 

original rules of that system and can creatively modify it to work in new ways. ñHackerò is also 

used to mean criminals who break into computer systems, violate peopleôs privacy, and cause 

damage. This book uses ñhackerò in the first sense. Hackers are cool. Criminals are just people 

who think theyôre being clever by breaking stuff. Personally, my day job as a software 

developer pays me way more for less work than writing a virus or doing an Internet scam would. 

On a side note, donôt use any of the encryption programs in this book for your actual files. 

Theyôre fun to play with but they donôt provide true security. And in general, you shouldnôt trust 

the ciphers that you yourself make. As legendary cryptographer Bruce Schneier put it, ñAnyone, 

from the most clueless amateur to the best cryptographer, can create an algorithm that he himself 

canôt break. Itôs not even hard. What is hard is creating an algorithm that no one else can break, 

even after years of analysis. And the only way to prove that is to subject the algorithm to years of 

analysis by the best cryptographers around.ò 

This book is released under a Creative Commons license and is free to copy and distribute (as 

long as you donôt charge money for it). The book can be downloaded for free from its website at 

http://inventwithpython.com/hacking. If you ever have questions about how these programs work, 

feel free to email me at al@inventwithpython.com.  
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MAKING PAPER 

CRYPTOGRAPHY TOOLS 
Topics Covered In This Chapter: 

¶ What is cryptography? 

¶ Codes and ciphers 

¶ The Caesar cipher 

¶ Cipher wheels 

¶ St. Cyr slides 

¶ Doing cryptography with paper and pencil 

¶ ñDouble strengthò encryption 

ñI couldnôt help but overhear, probably because I 

was eavesdropping.ò 

 
Anonymous 
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What is Cryptography? 
Look at the following two pieces of text: 

¹f uv¤¥¦r u,zu}v v¥¥,sv¦¦v¤:,Z¦,
nx jnymjw ktqqd tw bnxitr; ny 
nx anwyzj ns bjfqym fsi anhj ns 
utajwyd. Ns ymj bnsyjw tk tzw 
qnkj, bj hfs jsotd ns ujfhj ymj 
kwznyx bmnhm ns nyx xuwnsl tzw 
nsizxywd uqfsyji. Htzwynjwx tk 
lqtwd, bwnyjwx tw bfwwntwx, 
xqzrgjw nx ujwrnyyji dtz, gzy 
¡ }p,§¢¡ ,}r§¤v}¥:º 

 ¹Rx¤¦¡,¡ ¦¡nnz§,v}¡¤,¦v¥zp¤~u,
iyn fqq knqrqt xj mh ndyn 
jxwqswbj. Dyi jjkxxx sg ttwt 
gdhz js jwsn; wnjyiyb aijnn 
snagdq t nnjwww, xstsxsu jdnxzz 
xkw znfs uwwh xni xjzw jzwyjy 
jwnmns mnyfjx. Stjj wwzj ti 
fnu, qt uyko qqsbay jmwskj. 
Sxitwru nwnqn nxfzfbl yy 
tz¤¦p v,ytz¥¦¡n,y¦¦ ¦¡:º 

 

The text on the left side is a secret message. The message has been encrypted, or turned into a 

secret code. It will be completely unreadable to anyone who doesnôt know how to decrypt it 

(that is, turn it back into the plain English message.) This book will teach you how to encrypt and 

decrypt messages. 

The message on the right is just random gibberish with no hidden meaning whatsoever. 

Encrypting your written messages is one way to keep them secret from other people, even if they 

get their hands on the encrypted message itself. It will look exactly like random nonsense. 

Cryptography is the science of using secret codes. A cryptographer is someone who uses and 

studies secret codes. This book will teach you what you need to know to become a cryptographer. 

Of course, these secret messages donôt always stay secret. A cryptanalyst is someone who can 

hack secret codes and read other peopleôs encrypted messages. Cryptanalysts are also called code 

breakers or hackers. This book will also teach you what you need to know to become a 

cryptanalyst. Unfortunately the type of hacking you learn in this book isnôt dangerous enough to 

get you in trouble with the law. (I mean, fortunately.) 

Spies, soldiers, hackers, pirates, royalty, merchants, tyrants, political activists, Internet shoppers, 

and anyone who has ever needed to share secrets with trusted friends have relied on cryptography 

to make sure their secrets stay secret. 
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Codes vs. Ciphers 
The development of the electric telegraph in the early 19

th
 century allowed for near-instant 

communication through wires across continents. This was much faster than sending a horseback 

rider carrying a bag of letters. However, the telegraph couldnôt directly send written letters drawn 

on paper. Instead it could send electric pulses. A short pulse is called a ñdotò and a long pulse is 

called a ñdashò. 

  

Figure 1-1. Samuel Morse 
April 27, 1791 ς April 2, 1872 

Figure 1-2. Alfred Vail 
September 25, 1807 ς January 18, 1859 

In order to convert these dots and dashes to 

English letters of the alphabet, an encoding 

system (or code) is needed to translate from 

English to electric pulse code (called 

encoding) and at the other end translate 

electric pulses to English (called decoding). 

The code to do this over telegraphs (and later, 

radio) was called Morse Code, and was 

developed by Samuel Morse and Alfred Vail. 

By tapping out dots and dashes with a one-

button telegraph, a telegraph operator could 

communicate an English message to someone 

on the other side of the world almost instantly! 

(If youôd like to learn Morse code, visit 

http://invpy.com/morse.) 

A ǒ Ƶ  T Ƶ  

B Ƶ ǒ ǒ ǒ  U ǒ ǒ Ƶ  

C Ƶ ǒ Ƶ ǒ  V ǒ ǒ ǒ Ƶ 

D Ƶ ǒ ǒ  W ǒ Ƶ Ƶ 

E ǒ  X Ƶ ǒ ǒ Ƶ 

F ǒ ǒ Ƶ ǒ  Y Ƶ ǒ Ƶ Ƶ  

G Ƶ Ƶ ǒ  Z Ƶ Ƶ ǒ ǒ 

H ǒ ǒ ǒ ǒ    

I ǒ ǒ    

J ǒ Ƶ Ƶ Ƶ  1 ǒ Ƶ Ƶ Ƶ Ƶ 

K Ƶ ǒ Ƶ  2 ǒ ǒ Ƶ Ƶ Ƶ 

L ǒ Ƶ ǒ ǒ  3 ǒ ǒ ǒ Ƶ Ƶ 

M Ƶ Ƶ  4 ǒ ǒ ǒ ǒ Ƶ 

N Ƶ ǒ   5 ǒ ǒ ǒ ǒ ǒ 

O Ƶ Ƶ Ƶ  6 Ƶ ǒ ǒ ǒ ǒ 

P ǒ Ƶ Ƶ ǒ  7 Ƶ Ƶ ǒ ǒ ǒ 

Q Ƶ Ƶ ǒ Ƶ  8 Ƶ Ƶ Ƶ ǒ ǒ 

R ǒ Ƶ ǒ  9 Ƶ Ƶ Ƶ Ƶ ǒ 

S ǒ ǒ ǒ  0 Ƶ Ƶ Ƶ Ƶ Ƶ 

Figure 1-3. International Morse Code, with 
characters represented as dots and dashes. 
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Codes are made to be understandable and publicly available. Anyone should be able to look 

up what a codeôs symbols mean to decode an encoded message.  

Making a Paper Cipher Wheel 
Before we learn how to program computers to do encryption and decryption for us, letôs learn 

how to do it ourselves with simple paper tools. It is easy to turn the understandable English text 

(which is called the plaintext) into the gibberish text that hides a secret code (called the 

ciphertext). A cipher is a set of rules for converting between plaintext and ciphertext. These 

rules often use a secret key. We will learn several different ciphers in this book. 

Letôs learn a cipher called the Caesar cipher. This cipher was used by Julius Caesar two thousand 

years ago. The good news is that it is simple and easy to learn. The bad news is that because it is 

so simple, it is also easy for a cryptanalyst to break it. But we can use it as a simple learning 

exercise. More information about the Caesar cipher is given on Wikipedia: 

http://en.wikipedia.org/wiki/Caesar_cipher. 

To convert plaintext to ciphertext using the Caesar cipher, we will create something called a 

cipher wheel (also called a cipher disk). You can either photocopy the cipher wheel that 

appears in this book, or print out the one from http://invpy.com/cipherwheel. Cut out the two 

circles and lay them on top of each other like in Figure 1-8. 
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Figure 1-4. The inner circle of the cipher wheel cutout. 
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Figure 1-5. The outer circle of the cipher wheel cutout. 

 

Donôt cut out the page from this book! 

Just make a photocopy of this page or print it from http://invpy.com/cipherwheel.  
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Figure 1-6. Cutting out 
the cipher wheel 

circles. 

 

Figure 1-7. The cut-out circles. 

 

 

Figure 1-8. The 
completed cipher 

wheel. 

 

 

After you cut out the circles, place the smaller one in the middle of the larger one. Put a pin or 

brad through the center of both circles so you can spin them around in place. You now have a tool 

for creating secret messages with the Caesar cipher. 

A Virtual Cipher Wheel 
There is also a virtual cipher wheel online if you 

donôt have scissors and a photocopier handy. 

Open a web browser to 

http://invpy.com/cipherwheel to use the software 

version of the cipher wheel. 

To spin the wheel around, click on it with the 

mouse and then move the mouse cursor around 

until the key you want is in place. Then click the 

mouse again to stop the wheel from spinning. 

 

Figure 1-9. The online cipher wheel. 
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How to Encrypt with the Cipher Wheel 
First, write out your message in English on paper. For this example we will encrypt the message, 

ñThe secret password is Rosebud.ò Next, spin the inner wheel around until its letters match up 

with letters in the outer wheel. Notice in the outer wheel there is a dot next to the letter A. Look at 

the number in the inner wheel next to the dot in the outer wheel. This number is known the 

encryption key. 

The encryption key is the secret to encrypting or decrypting the message. Anyone who reads this 

book can learn about the Caesar cipher, just like anyone who reads a book about locks can learn 

how a door lock works. But like a regular lock and key, unless they have the encryption key, they 

will not be able to unlock (that is, decrypt) the secret encrypted message. In Figure 1-9, the outer 

circleôs A is over the inner circleôs number 8. That means we will be using the key 8 to encrypt 

our message. The Caesar cipher uses the keys from 0 to 25. Letôs use the key 8 for our example. 

Keep the encryption key a secret; the ciphertext can be read by anyone who knows that the 

message was encrypted with key 8. 

T H E   S E C R E T   P A S S W O R D 

Ź Ź Ź   Ź Ź Ź Ź Ź Ź   Ź Ź Ź Ź Ź Ź Ź Ź 

B P M   A M K Z M B   X I A A E W Z L 

 

I S   R O S E B U D . 

Ź Ź   Ź Ź Ź Ź Ź Ź Ź   

Q A   Z W A M J C L . 

 

For each letter in our message, we will find where it is in the outer circle and replace it with the 

lined-up letter in the inner circle. The first letter in our message is T (the first ñTò in ñThe 

secretéò), so we find the letter T in the outer circle, and then find the lined-up letter in the inner 

circle. This letter is B, so in our secret message we will always replace Tôs with Bôs. (If we were 

using some other encryption key besides 8, then the Tôs in our plaintext would be replaced with a 

different letter.) 

The next letter in our message is H, which turns into P. The letter E turns into M. When we have 

encrypted the entire message, the message has transformed from ñThe secret password is 

Rosebud.ò to ñBpm amkzmb xiaaewzl qa Zwamjcl.ò Now you can send this message to someone 

(or keep it written down for yourself) and nobody will be able to read it unless you tell them the 

secret encryption key (the number 8). 






























































































































































































































































































































































































































































































































































































































































































































































































































































